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Abstract rarely. This means that due to the characteristics of the soft-
ware and the execution profile, each random variabtje
. : AP . should have a density function assigning a large fraction of
time to ngxt fa|IL!re may be infinite; i.e., there is a chance the probability mass to long inter-failure times. In an ideal
that no failure will occur at all. For most software prod- o . : . .
. . scenario, in which the software cannot fail again, the entire
ucts this is too good to be true even after the testing phase. Y h . ; L
. o . .~ ‘probability mass of the'" TTF X; is assigned to infinity.
Moreover, if a non-zero probability is assigned to an infi- . . . .
o : L . . This may happen either if the software is fault-free after the
nite time to failure, metrics like the mean time to failure . ) ot . -
do not exist. In this paper we trv to answer several ques- correction of thgi — 1)** fault or if the remaining faults are
tions: Under.what coEdiF':ioh doesya model permit an in?inite located in parts of the software that will never be executed.
: P If there is a chance that no fault is left in those regions of

time to next failure? Why do all non-homogeneous Poisson . ;
- : the software (eventually) used according to the operational
process (NHPP) models of the finite failures category share ) o .
profile, then a probability between zero and one is attached

) - X i )
:ir;feptg)?a?il?:é (';‘23 ilt?utt?:rzg?alnrzl dtéigsz)l;gagct)Panmsefcr)]rd%nzgtitoh: to infinity. In this case, the distribution function &f; does
' ’ not reach the value one asapproaches infinity:

exists; it leads to a new family of NHPP models. We also

Many software reliability growth models assume that the

show how the distribution function of the time to first failure lim Fy,(z) < 1.
can be used for unifying finite failures and infinite failures oo
NHPP models. Distributions with this characteristic are called “improper”

[11] or “defective” [21, p. 146]. For such distributions, the
11 ducti moments are infinite; therefore, important metrics like the
- Introduction mean time to failureZ(X;) or the variancé/ar(X;) are

Despite the advances made with respect to the developnot meaningful. Even an extremely small probability for
ment of techniques and tools supporting the requirementsan infinite TTF drowns any useful information about the
analysis, the design and the implementation of software, thedistribution that these measures might convey.
correctness of computer programs cannot be guaranteed. It Maybe this is the reason why practitioners and re-
is always possible that a piece of software contains faultssearchers sometimes feel uncomfortable when dealing with
(e.g., buggy lines of code) leading to deviations of the ac- non-homogeneous Poisson process (NHPP) models of the
tual software behavior from its specification. Such observed finite failures category: For these modedi, TTF distribu-
deviations are referred to as failures. tions are defective.

Since the number of software faults, their location in ~ Moreover, a defective distribution of the first TTk,
the code and the sequence of user inputs are not preimplies the possibility that no failure will occur at all. For
determined, the times at which failures are experienced aremost software products this seems to be too good to be true
random. Let the continuous random variaBle represent ~ even after they have been thoroughly tested.
the time between th@ —1)** and thei*” failure occurrence, This paper investigates why certain SRGMs imply defec-
also called the'” time to failure (TTF). For a program that tive TTF distributions. Its main contribution is the deriva-
has already been released, we hope that all realizations ofion of a generic method for transforming NHPP models of

the TTFs are large values; i.e., the software should only fail the finite failures category; in the resulting model class all
_ _ ~ TTF distributions are proper. An additional result of our re-
Corresponding author, on leave of absence from the Chair of Statis- search is a mean value function unifying all NHPP models.

tics and Econometrics, University of Erlangen-Nuremberg, Germany. This .. . .
work was supported by a fellowship within the Postdoc Program of the ~ 1N€ remaining parts are organized as follows: In Sec-

German Academic Exchange Service (DAAD). tion 2 we investigate the general class of continuous-time
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Markov chain SRGMs. NHPP models in particular are stud- ~ As long as the current state(t) of the counting pro-

ied in Section 3. Based on the insight gained, we are ablecess is unknown, the program hazard raterepresent-

to find an approach for transforming NHPP models of the ing the instantaneous danger of a failure occurrence, is
finite failures category such that all TTF distributions of a function of the random variabl®/(t) as well as time:
the resulting models are non-defective; this approach is ex-Z(t, M(t)) = ras)(t). Since its realizatior(t, m(t)) is
plained in Section 4. For continuous-time Markov chain pieced together from the individual transition ratest),
models not belonging to the class of NHPP models Sec-r(t), ..., the program hazard rate is also referred to as “con-
tion 5 identifies those sub-classes for which the TTF dis- catenated hazard rate” (or “concatenated failure rate func-
tributions may be defective. In Section 6 we apply our tion”[2]). Its expected value with respectid (¢) is a func-
generic transformation to the well-known Goel-Okumoto tion of time [13], the so-called failure intensity function,
model. This leads to a new SRGM, which we call “trun- \(t) = E(Z(t, M(t))) = Y oo ri(t) - P(M(t) = i). Inte-
cated Goel-Okumoto model”, and we use this model for fit- grating the failure intensity function from zero toyields

ting and predicting a real failure data set. Section 7 con-the mean value functiop(t), representing the expected

cludes this paper. number of failure occurrences in the interyél ¢|:
t o]
2. Defective TTF distributions in SRGMs u(t) = / Ay)dy =Y i~ P(M(t) =1i) = E(M(t)).
0 =0
For many SRGMs the stochastic process counting theGiven thati — 1 failures have been experienced by time
number of failure occurrences over timgy/(¢),¢ > 0}, the reliability in the intervalt, ¢ + ] is
is a continuous-time Markov chain (CTME&)its structure o
is shown in Figure 1. . * .
. . . Rx|t,Mt)=i—-1)= - ,i—1)d
Assuming that only one failure can occur at a time and (@] () =i=1)=exp < /t 2y,i-1) y>
taking into account that a failure occurrence cannot be un- t+a
done, from each state- 1 a transition is merely possible to = exp ( / ri—1(y) dy) : (1)
t

the next state; the counting process is a pure birth process.
The dashed transition out of staig indicates that some Let the random variable%;, T», ... denote the times of

models assume that the total number of failure occurrenceshe first, second, ... failure occurrence. We will use
is bounded by a certain valug. For these models statg (i = 1,2,...) for referring to the realization of th&" fail-
is absorbing, and the CTMC terminates at that state. ure time;ty = 0 is not a failure time but the beginning of

According to the Markov property, the only part of the testing. Givert;_1, the distribution function ofX; is
history of the counting process that may affect its future is

the current state. In addition, the timenay have an influ- Fx,(x) = 1—-R(x|t;iq,M(ti1)=1i-1)
ence. Since the transition rate between statel and state _ ti1+a .
i is in general both time-dependent and state-dependent, we I A 1 rici(y)dy ).

denote it byr;_1(¢). If all transition rates are not time-
dependent but only state-dependent, then the SRGM is dlhis distribution ofX; is defective ifr;_;(¢) converges to
homogeneous CTMC model such as the Jelinski-Morandazero fast enough for

model [10]; if they are all time-dependent but not state- P,
dependent, then the SRGM belongs to the class of NHPP lim ri—1(y)dy = ¢ < oo, 2
models. St

because in this casen, .. R(z | ti—1, M(ti—1) =i —1)
=exp(—c) > 0andlim,_, Fx,(z) = 1—exp(—c) < 1.

. A . .
A possible explanation as to why_; (t) may decrease at all
although no failure occurs (and hence no fault is corrected)

/\ /\
is a subjective one: The longer the software has been run-

ning without showing a failure, the higher is the confidence

Figure 1. Failure counting process as a CTMC that it will not fail in the future.

(1) n() Mya(®) r, (0

1A more general model class containing additional SRGMs is the self- 3. Defective TTF distributions in NHPP models
exciting point process (SEPP). The following discussion of the relation-

ships between the transitions rates, the program hazard rate and the failure .
intensity function is based on the software reliability literature dealing with For non-homogeneous Poisson process (NHPP) models,

SEPPs, see [2, 4, 7, 13, 20]. alltransition rates(t), r1(t), ... are functions of time, but
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they are independent of the number of previous failure oc- in finding them by executing as many different parts of the
currencesV/ (t). Therefore, they are the same functidn). software as possible. If the faults are uniformly distributed
As a consequence, the program hazard gate M (t)) is over the program, the@(¢) can be interpreted as a cover-
not a random variable, but a deterministic functigin) of age function [6, 19].

time, and it is identical to the functior(t). Moreover, it is It should be pointed out that the derivation of NHPP-I
identical to the failure intensity(¢). Hence, models via order statistics need not be based on iid fault
At) = 2(t) = 7(t) = ro(t) = m(t) = . ... 3) detection times. In the approach sketched above, the haz-

) ] ) ard rates of all faults are possibly time-varying but identical
The model assumptions imply thaf(¢) follows a Poisson . () — ¢(¢)/[1— G(t)]. In contrast to this, Miller [15] pro-
distribution with expectation given by the mean value func- posed that the per-fault hazard rates are constant over time,
tion 1.(t) connected to equation (3). Specifying either the 1yt they may be nonidentical; he showed that many NHPP
failure intensity function or the mean value function fully ,odels and other SRGMs fit into this framework.

determines the NHPP model. o The distribution functiorG(t) is usually assumed to be

Given the observed failure timg._,, the reliability of  non.defective, implying that each fault will eventually lead
the software in the intervat; 1, ¢;—1 + ] is to a failure. In the well-known Goel-Okumoto model [5],

ti-ita for exampleG(t) is the non-defective function
R(x | ti—1,M(ti—1) =i—1) =exp (—/ Ay) dy)
ti G(t) =1 — exp(—ot). (7)
= - ti* t’if 9 4 H
exp (—pultior +2) + ptia)) @ However, the coverage function does not have to be proper.

and the distribution function aX; is In many SRGMs with a time-varying testing-effort, e.g. the

one with a Weibull testing-effort proposed by Yamada et al.
Fx,(z) =1—exp(—p(ti-1 + ) +uti-1)) . (5)  [22, 23] and the one with a logistic testing-effort by Huang

Whether the distribution of the time to th& failure is de- etal. [8, 9], the coverage functiai(t) is

fective or not_ dgpends on the behaviongf; | + x) asz G(t) =1 — exp(—pyW*(t)). (8)
approaches infinity.
In this equationg > 0 represents the fault detection rate
3.1. Finite failures category NHPP models per fault and unit of testing-effort, while > 0 stands
for the total amount of testing-effort required by software
testing. W*(t) is a (non-defective) distribution function
modeling the dispersion of testing-effort over time. Since
the total testing-effort is limited byy, lim; .. G(t) =
1—exp(—¢y) < 1, which means that the coverage function
(8) is defective. In the following, we will assume th@ft)
is anon-defectivelistribution function.
According to equations (3) and (6), for an NHPP-I model
all transition rates are identical to the failure intensity,

Musa et al. [17, pp. 250-251] refer to SRGMs for which
the expected number of failures experienced in infinite time
is finite as “finite failures category models”. We follow Kuo
and Yang [12] in calling the NHPP models of this category
“NHPP-1" models. These models can be derived by assum-
ing that the detection times of allfaults present in the soft-
ware at the beginning of testing are independently and iden-
tically distributed (iid) with distribution functioi(¢). This
means that all faults are equally dangerous with respect to ro(t) = r1(t) = ra(t) = ... = A(t) = vg(t), 9)
their tendency of causing a failure, but they do not influence ) ] o )
each other. Provided that upon detection each fault is cor-Whereg(t) is the first derivative of(¢) with respect tot.
rected perfectly and without introducing any new fault into 1herefore, the structure of the counting process can be de-
the software, then, failure occurrence times observed dur- Picted as in Figure 2. Since the expected number of failures
ing testing are the firsti, order statistics of: iid random experienced during an |nf_|n|te amount of test_lng is equal to
variables with density function(t) = dG(t)/dt. Fromthis ~ the expected number of inherent faulfsthe limit of the
general order statistics model [12] we obtain the NHPP-| "eliability in the interval(t; -, ;-1 + «] for = approaching
model if the initial number of faults is not deterministic, but Infinity is
a random variabléV following a Poissor_1 distribution wit.h lim Rz | ti1, M(ti_1) =i —1) = exp (—v + p(ti_1))
expected value. The mean value function of the resulting z—

NHPP-I models has the general form [17, p. 269] = exp(—v(l—G(ti-1))) > 0. (10)

w(t) = vG(t). (6) Whatever the number of previous failurés- 1 may be,
there is always a non-zero probability that the software will
Taking a different point of view, we may stress not the ten- not fail ani*” time. Therefore, all TTF distributionBx, (z)
dency of faults to show themselves but the testers’ efforts connected to NHPP-I models are defective.
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Vo) Vo) Vo) Vo) E(X;) are finite. A prominent example for this phe-

% s Y % nomenon is the Musa-Okumoto model [18], whose mean
value function and failure intensity are given by
1 Ao
t)=—-In(Agft+1) and \(t) = 13
Figure 2. The counting process connected to ut) ¢ (o ) ®) Aot + 1 (13)
an NHPP-I model respectively. In this model, only far < 6 < 1 the mean
time to the;*” failure is finite?
An intuitive proposition is that the event of no further failure B(X;) = /O R [ timy, M(ti1) =1 — 1) da (14)

occurrence in the future is related to the event that no addi- o 1/0
tional fault is left in the software. In fact, the conditional — / < Aobtiy +1 ) dp 081 Qobtia +1
probability mass function of the initial number of faultg o \Aof(ti1+z)+1 Ao(1—10)

given thati — 1 failures have been experienced by time

While Kuo and Yang used the generic mean value func-

turns out to be tion (12) only for the unification of NHPP-II models, we
P(N=n|M(t)=1i-1) find that taking defective distribution functions into account
P(M(t)=i—1|N=n)-P(N =n) allows us to include NHPP-I models as well. According
T, P(M(t)=i—1|N=k)- ( =k) to equation (4) the relationshig(¢ | 0,M(0) = 0) =
B i (i) | exp (—u(t)) holds for all NHPP models. Consequently,
(z 1)G( ) [1 - G(1)] o1 -exp(—v) H(t) in equation (12) is nothing but the distribution func-
Zk “ i1 (PG - Gk 1) - ¥ exp(—v) tion of the first TTF:H(t) = 1 — R(t | 0, M(0) = 0) =
(1 = G- (i—1) Fx, (t). This result shows.t_hat poth NHPP-II models qnd
= (i —1)) exp(—v(1 — G(1))) (11) NHPP-I models can be unified via the mean value function
u(t) = —In[1 — Fy, (1)]. (15)
forn > i — 1. Hence_, t_he cond|t|onal_ distribution of the |t 5 hon-defective TTF distributiotx, (¢) is plugged into
number of faults remaining’ — M (), given thatM/ (1) = this equation, then an NHPP-II model is obtained. A de-

i — 1, is Poisson with expected valugl — G(t)). If the  fective distributionF, (£), on the other hand, leads to an
(i — 1)t failure occurred at time; 1, then the conditional NHPP-1 model.

probability for the event that this failure was caused by the
last ofi — 1 initial faults isexp(—v(1 — G(t;—1))), which is . . C
indeed identical to the Iimitir(lg re(zliabilit(y in )e)(;uation (10). 4 Truncating Poisson distributions

This seems to corroborate our assumption that the defective-

ness of the TTF distributions in NHPP-I models is linked 4-1- Truncating the distribution of the number of
to the possibility of no fault remaining in the software. In inherent faults

Section 4 we will study how this insight can be used for

mending TTF distributions. From equation (10) we see that for an NHPP-I model
at the beginning of testing the probability that even infinite
3.2. Infinite failures category NHPP models testing will lead to no failure is given by
lim R(xz|0,M(0) =0)=exp(—v). (16)

Kuo and Yang [12] introduced the term “NHPP-II" for
infinite failures category [17, pp. 250-251] NHPP models.
These models share the property thét) approaches infin-
ity ast — oo. Kuo and Yang showed that the mean value 0
function of NHPP-1I models can be written as P(N =0|M(0)=0)=— exp( v) = exp(—v). (17)

According to equation (11) the conditional probability for
no inherent software fault given that no failure has occurred
at the beginning of testing is

p(t) = —In[l - H(B)], (12) This is identical to the uncondltlonal probabiliB(N = 0),
where H (t) is a non-defective distribution function. The sinceM (0) = 0 with probability one.
failure times generated by such a model are the record val-  The equality of (16) and (17) suggests that the defective-
ues of independent outcomes with identical density function ness of the distribution of the time to first failure can be
h(t) = dH(t)/dt. healed by removing the possibility that the number of in-
Since u(t) approaches infinity ag¢ — oo, all TTF herent software faults is zero.
distributions are non-defectivetim,_.oc Fx, () = 1 - 2Musa et al. [17, p. 291] correctly point out that the mean time to failure

hr.nwaoo eXp (_:U’(tifl + CU) + M(tifl)) = 1. However, only exists ford < 1. However, their equation for calculating(X;) in
this does not necessarily mean that the expected valueshis case does not seem to be correct.
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In a different context, Trivedi [21, p. 261] proposes to do
this by left-truncating the distribution @¥. The probability
mass function of the zero-truncated Poisson distribution is

n

v exp(—v) " 1

PN =n) = nll— exp(—v) - Hexp(u) -1 (18)
forn =1,2,..., and its expected value is given by
e v oexp(-v) v
E(N) = ;n n!'1—exp(—v) 1—exp(—v) (19)

Adopting this idea to our problem leads to the following
reliability of the software in the intervdl, «], bearing in
mind thatM (0) = 0:

R(z | 0, M(0) = 0)

S - Gy 2 PEY)

nll— exp(—v)

n

:;XP(—V)
T exp(—r) {exp [v(1 - G(z))] — 1}
exp[v(1—G(z))] -1

exp (v) — 1 '

(20)

Since this reliability expression approaches zero as o,
the defectiveness of the distribution of the time to first fail-
ure has indeed been mended.

Truncating the distribution of the number of inherent
faults implicitly replaces the original transition rate from
state 0 to state 1 given by (9) with the following one con-
nected to the reliability function (20):

5 - TdR(t]0,M(0) =0)/dt
ro(t) R(t] 0, M(0) = 0)
vg(t)

1 —exp[-v(1 - G(1)]

fori—1 > 1. Thisresultis identical to equation (4), the reli-
ability in the original NHPP model. Therefore, for1 > 1

the transition rates;_;(¢) connected to equation (21) are
the same as in (9). Adapting the generic NHPP-I model
with mean value function (6) by zero-truncating the distri-
bution of N leads to a new family of SRGMs, which we
will refer to as “first-stage truncated models”. The counting
processes connected to these models feature the common
structure shown in Figure 3.

Sincery(t) differs from all the other transition rates, the
model family does not belong to the class of NHPP models,
and M (t) does not follow a Poisson distribution. Rather,
the probability forM (¢) = 0 is given by

exp V(1 - G(1)] - 1

POM() exp (v)—1

0) =

)

while the probabilities fol/(¢) taking values greater than
zero are

P(M(t) = m)

3. (p)oern-cor 52

(WG()™  exp(—vG(1))

m)!

1 — exp(—v)

for m > 1. From this probability mass function, we derive

the generic mean value function of the first-stage truncated

models as
o0

pty=> m (”Gﬁ))m

m=1

_exp(—vG(1)) _ vG(t)
1—exp(—v) 1—exp(-v)

Obviously, truncating the distribution of the number of in-
herent faults scales the original mean value function (6) by

The transition rates between the other states of the countinghe factor(1 — exp(—v))~' > 1. Specifically, the expected
process{M () | t > 0} remain unchanged, however. This number of failure occurrences after an infinite amount of

can be seen by studying the reliability of the software after testing islim; . u(t) = v/(1 — exp(—v)), which is ex-

the failure numbet — 1 > 1 has occurred at timg_;. The
reliability in the interval(t;_1,¢;—1 + ] is derived as

R(x | ti—q, M(t;—) =i—1)
. P(M(tifl +$)—M(ti,1):O/\M(tifl):i—l)
- PO =i - 1)

R (e -~
{E?—il (%) (,")G (i) !

exp(—v) :|

v

X[l — G(tifl)]n_(i_l) .

n! 1*6Xp(—y)
N [Z;L.O:z'A (;")Gtiza) 1 — G(ti_y)"~ D
v exp(—v)
XL #p(ﬂ/)}

= exp(—vG(ti—1 + ) + vG(ti—1))

exp(—p(ti—1 +z) + p(ti-1)) (21)
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actly the same as the expected number of inherent faults
(19) connected to the zero-truncated Poisson distribution.

Since the transition rates and reliability functions at-
tached to the states 1, 2, ... of the counting process are not
affected by the truncation, the distributions of the times to
second, third, ... failure are still defective. In the follow-
ing section, we investigate how the defectivenesalof TF
distributions can be mended.

vg(t)

1-exp[-v(1-G1)] vg(t) vg(t) vg(t)

@/\@/\
Figure 3. The counting process connected to
a first-stage truncated model

564



4.2. Truncating the conditional distributions of the
number of faults remaining

failures: — 1, reliability function (23) approaches zero for
x — oo. Therefore, all distributiondx, (z), Fx,(x), ...
are non-defective. Unlike the truncation of only the uncon-

From Section 4.1 we can see that the defectiveness of theditional distribution of NV, truncating each conditional dis-
distribution of the time to first failure in NHPP-I models is tribution mends all TTF distributions. Moreover, since the
caused by the fact that as long as no failure has occurredruncation is carried out at each state of the counting pro-
- i.e., as long as the counting process resides in state O - icess, the transition rateg(¢), 1 (t), ... connected to equa-
is possible that the software does not contain any fault attion (23) are all identical
all. Truncating the Poisson distribution &f, the number of
inherent faults, fixes this problem.

More generally, equation (11) tells us that the conditional
distribution of N — M (t) | M(t) = ¢ — 1 is Poisson. The
meaning of this is as follows: The number of faults cur- fori —1 > 0. The structure of the counting process related
rently remaining in the software, calculated as the differ- to the family of “all-stages truncated models” is shown in
ence between the number of initial faults and the number of Figure 4.
previous failure occurrences (the actual state of the count-  This model family belongs to the class of NHPP mod-
ing process), follows a Poisson distribution. Since the Pois-e|s, because all transition rates are identical. The number

vg(t

riea(t) = 1 —exp(—v(

)
1-G(1))

son distribution always assigns a non-zero probability to the
value 0, after the correction of thé — 1)** fault there is a
chance that the software is fault-free.

Left-truncating all the conditional distributions & |
M (t) = i—1therefore seems to be a natural extension to the

approach employed in the last section. The zero-truncated

conditional distributions have the probability mass func-
tions

P(N=n|M(t)=i-1)
V(1= G(t)"~ Y 1
(n—@GE-1) exp(v(l —G(t))) —1
fori —1 > 0,n > i. Fori — 1 = 0 andt = 0, equa-
tion (22) specializes to the probability mass function of the

zero-truncated (unconditional) distribution df, equation
(18). Fori — 1 > 0, as soon as thé — 1)** failure has

(22)

been experienced the truncated conditional probability mass

function (22) rules out the possibility that the number of in-
herent faults was merely— 1. The reliability in the interval
(ti—1,t;—1 + ] is then given by

R(JJ ‘ ti—l,]V[(ti—l) =1— 1)
=Y PW=0|N=nM(t;_1)=i-1)

XP(N:n|M(t1,1):Z—1)

LS (LGl gy
_n:,: 1—G(ti_1)
(1= Gt 1
(n—(i—1)! exp(v(1 — G(t;i—1))) — 1
exp(v(1 = Glti1 + 1)) — 1
= 23
xp(r(1 = Gt 1) — 1 (23)
for i — 1 > 0, where the random variabld” denotes
M(t;—1+x)—M/(t;—1). Regardless the previous number of
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of failure occurrences at time M (t), follows a Poisson
distribution with expected value

—In(R(t | 0,M(0) = 0))
exp(v) — 1
explv(1 - G(#))] -

(t)

e

Since u(t) — oo for t — oo, the models are NHPP-II
models. This result is not unexpected. The zero-truncated
conditional probability mass functions (22) ensure that re-
gardless the previous number of failure occurrences there is
always at least one undiscovered fault remaining in the soft-
ware. Due to the non-defectiveness(aft) each fault will
eventually lead to a failure. Consequently, there is no upper
bound for the expected number of failures to be experienced
during infinite testing.

From the unifying mean value function (15) we can de-
rive the family of all-stages truncated models by plugging
in the generic non-defective distribution function of the time
to first failure Fix, (t) = [1 —exp(—vG(t))]/[1 —exp(—v)].

The structure of this distribution is similar to the one of the
coverage function in the software reliability models with
a time-varying testing-effort, cf. equation (8). However,
while the latter one is defective, our time to first failure
distribution is non-defective because of the normalizing de-
nominator.

vg(t) vg(t) vg(t) vg(t)
1-exp[-v(1-G(1))] 1-exp[-v(1-G(1))] 1-exp[-v(1-G(1))] 1-exp[-v(1-G(t))]

oo

Figure 4. The counting process connected to
an all-stages truncated model
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5. Defective TTF distributions in other models  An example of such models is the family of first-stage trun-
cated models derived in Section 4.1.

In Section 2 we have seen that the distribution of the time ~ Moreover, itis even possible that all TTF distributions of
to the 4" failure is defective if equation (2) holds, i.e., if afinite failures category model are proper, as the example of
the area below the transition ratg_; (¢) is finite. Focus-  the Littlewood model [14] shows. This model proposes that
ing on NHPP models, our investigations in Section 3 have the software initially containg, faults, wherex, is a fixed
shown that due to the equality of all transition rates and but unknown integer value. All of these faults have time-
the failure intensity the defectiveness of the TTF distribu- independent hazard rates that are independently sampled
tions is linked to the asymptotic behavior of the mean value from the same Gamma( j) distribution. These assump-
function: All TTF distributions are defective for NHPP- tions result in the time- and state-dependent transition rates
| models, while they are all proper for NHPP-Il models. 7i-1(t) = (uo— (1 —1))a/(B+1)for0 <i—1<wuo—1.

In this section we will briefly discuss the question which For these transition rates, equation (2) is not satisfied, and
other sub-classes of CTMC models may feature defectivetherefore the distributions ok, X5, ..., X, are proper.
TTF distributions. Our classification criteria are the time- The transition rate,, (¢) is constant at zero, which means
dependence and/or state-dependence of the transition ratd§at the entire probability mass of the distributionof, 1

on the one hand and the fact whether a model be|0ngs tdS attached to |nf|n|ty However this defectiveness is trivial
the finite-failures category or the infinite-failures category and can already be seen from the structure of the counting
on the other hand. (Models in which the transition rates Process: The Littlewood model is one of those models for
are neither time- nor state-dependent are too simplistic towhich the CTMC representing the counting process termi-
model software reliability growth, and we therefore omit nates at the absorbing staig

them.) In Figure 5 sub-classes containing models with at ~ Time- and state-dependent CTMC models of the infinite
least one (non-trivially) defective distribution are shaded in failures category are not very common. However, it is not
gray. Moreover, examples of models are listed in italics. difficult to construct examples in order to prove that such
The class of NHPP models, covered in Sections 3 and 4, ismodels may or may not feature defective distributions, just
shown on the left-hand side of the figure. like those models of the finite failures category. “Inverting”

Let us proceed with those models for which the transi- the structure of the first-stage truncated models in Figure 3
tion rates are not meretime-dependerttike for the NHPP Dy setting the transition rate out of stdlteo ro(t) = vg(t)
models), butlso state-dependentiere the asymptotic be- ~and all other transition rates ta (t) = 7(t) = ... =
havior of the mean value function does not determine thevg(t)/{1 — exp[—v(1 — G(?))]}, whereG(¢) is again a

defectiveness of the TTF distributions. non-defective distribution function andt) is its derivative,
First of all, while someTTF distributions of finite fail- ~ results in a model in which both the failure intensity
ures category models belonging to this class may be defec-
tive, this is not necessarily true fatl TTF distributions. A(t) = vy(t) - P(M(t) = 0)
vy(t
-P(M(t) >0
state-dependence + 1— exp[—y(l — G(t))] ( ( ) )
vg(t)[1 — exp(—vG(2))]
NHPP-I model = t —vG(t
modes first-stage fini vg(t) exp(—vG (1)) + 1 —exp[—v(1 — G(t))]
t ted model inski- inite
Goel-Okumoto | S| e failures _ vy —exp(=v))
modd Litlewood mockd category 1= exp[—(1 - G(1))
model .
and mean value function
NHPP-II models )
all-but-first-stage irfinite exp (V) 1
all-stages truncated models nt _ -
Moranda failures p(t) = (1 —exp(—v)) - In
truncated models dified model category exp[y(l - G(t))] -1
Musa-Okumoto Musa-Oki models . . .
model “wngd;”“’w are scaled versions of the respective functions attached to
the family of all-stages truncated models. Obviouglff)
fime-dependence homogeneous approaches infinity for — oco. Moreover, our previous
CTMC models analyses have shown that the TTF distribution related to the
transition rate(t) is defective, while this is not the case for
Figure 5. Classification of CTMC software re- all other TTF distributions. Therefore, this generic “all-but-
liability growth models first-stage truncated model” belongs to the infinite failures

category and contains exactly one defective distribution.
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An infinite failures category model in which all TTF respectively, implying the non-defective coverage function
distributions are proper can be derived from the Musa- (7). Plugging equation (7) into equation (24), we obtain
Okumoto model by settingy (t) = Ao8/(Nobt+1). The re- the mean value function of the all-stages truncated Goel-
liability in the interval (0, =] implied by this transition rate, ~ Okumoto model (in the following referred to as the “trun-
R(z | 0,M(0) = 0) = (\ofz + 1)~!, approaches zero cated Goel-Okumoto model” for brevity):
for z — oo . Therefore, the distribution of the time to first 1
failure is not defective. All other transition rates are kept p(t) =1In exp(v) — . (26)
identical to the failure intensity (13) of the original model. exp[v exp(—¢t)] — 1
Since the Musa-Okumoto model is an NHPP-II model, the Its derivative with respect to time is the failure intensity
TTF distributions related to these transition rates are proper

as well. For the modified model the failure intensity be- At) = voexp(—ot) (27)

comes 1 — exp[—v exp(—¢t)]

A(t) = Aof A0t _ Aof + A30t From equations (4) and (26), the reliability in the interval
(Aoft+1)2  (Nbt+1)2 (Nt +1)27 (t;—1,t;—1 + x] is derived as

which leads to the mean value function Rz | tio1, M(t;i) =i—1)

Aoft — Aot ox i
) p(vexp(—¢(tic1 +2))) — 1
b _ eplvesp(-g(ti + 1) -1

. - - exp(vexp(—¢ti—1)) — 1

As expected, this modified Musa-Okumoto model is indeed o
of the infinite failures category. which approaches zero far— co. Thus, all TTF distribu-

The last class of CTMC models are those for which the tions are non-defective. Moreover, it can be shown that all
transition rates arenerely state-dependenExamples in-  Mean times to failure are finite: The mean time to itfe
clude both finite failures category models like the Jelinski- failure implied by the truncated Goel-Okumoto model is
Moranda model [10] and infinite failures category models oo
like Moranda’s geometric model [16]. Due to the time- E(Xi) = / R(x [ tio1, M(ti—1) =i—1)dx (28)
homogeneity, all these models share the common property 0 o )
that all transition rates are constant over time. As a conse- _ 1 Z (v exp(=¢ti—1))’
quence, for each failurthat can occur at allequation (2) plexp(vexp(—ti—1)) — 1] 4 j-J!
does not hold, and the TTF distribution is non-defective. , i , .
The italicized qualification in the last sentence is required in foralli. The suminthe equgUon converges to af"?'te value,
order to allow for the fact that homogeneous CTMC models as can be seen by comparing Itto the Taylor series expan-
of the finite failures category necessarily feature an absorb-SIo" of the exponential function. This means that for each
ing state at which the Markov chain terminates. As seen in falluré i = 1,2, ... the mean time to failure is finite. Since
the discussion of the Littlewood model, for the time out of € Summands vanish rather quickly, the mean time to fail-

this state the entire probability mass is allocated to infinity. Ure can easily be calculated based on equation (28).
Maximum likelihood estimation (MLE) can be em-

6. A specific all-stages truncated model ployed for calculating point estimates of the two model
parametersy and ¢. Based on them,. failure times

The derivation of the all-stages truncated models in Sec-t1; t2; .., tm, collected while testing the software from time
tion 4.2 is valid for any (non-defective) coverage function 0tot. (wheret. may be identical to or larger thap,, ), for
G(t) Therefore,G(t) and Consequenﬂy the initial NHPP-I NHPP models the |Og-|ike|ih00d function to be maximized
model have not been specified so far. In this section, we ap-With respect to the parameter vecéiakes the general form
ply our approach to the well-known Goel-Okumoto model [17, p. 324]

[5] and show how to estimate the parameters of the result- me
ing all-stages truncated model. We then employ this model  In £(§;t1, ..., tm,,te) = Zln(k(ti)) —pn(te).  (29)
for fitting and predicting a classic failure data set, and we i=1

compare its performance to the one of the original Goel- yyith equations (26) and (27) the log-likelihood of the trun-
Okumoto model and the Musa-Okumoto model. cated Goel-Okumoto model becomes

1
p(t) = ] In(Aobt + 1) +

Jj=1

6.1. The truncated Goel-Okumoto model In L(v, @51, ey timy s te)

The mean value function and the failure intensity of the _ . _ < L . Inll — exp(—v exp(—ot:
NHPP-I model introduced by Goel and Okumoto [5] are me In(v9) d); ' ; nl (- exp(~¢t:))

w(t) = v(l—exp(—¢t)) and A(t) = voexp(—¢t), (25) + Infexp(v exp(—¢te)) — 1] — In[exp(v) — 1.
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6.2. Numerical example Since adding parameters to a model cannot worsen its
fit, selecting the “best” model based on the log-likelihood

For illustrating the application of the truncated Goel- value would in general favor overtly complex models.

Indeed, Akaike’s [1] information criterion derived from
Okumoto model we use one of the data sets collected bythe Kullback-Leibler distance essentially adjusts the log-
Musa and available at the web site of the Data & Analy- y adl 9

sis Cente orSofware [ The et are o the 19705 1Ke110% \eue o peralan o e mrber ot o b
but careful control had been applied during their collection ’ '

in order to ensure their high quality. Moreover, they have contain two parameters, we can simply compare the log-
1gh g Y- , Ney likelihood values. For the Goel-Okumoto model, the trun-
been used before for validating new models and are there-
. ) -, . cated Goel-Okumoto model and the Musa-Okumoto model,

fore well-studied. The “System 40” data set consists of the

wall-clock times of 101 failures experienced during the sys- these values are-1282.362, —1239.508 and —1251.290,

tem test phase of a military application containing about respect_we_ly. Th_e mode_l ran_klng |mplled_by theS(_a num-.
) . . . bers coincides with the visual impression given by Figure 6:
180,000 delivered object code instructions. ;
Estimati fth ¢ th 4 Goel The truncated Goel-Okumoto model attains the largest log-
Ok stlmat|ondo| .t N pgrgmeters 0 dJF € trur;]cate (;)e " likelihood value and is therefore most capable in explain-
umoto model s carried out according to the procedure ing the collected failure data; it is followed by the Musa-

described in the last section. We also employ MLE for 1010 model and the original Goel-Okumoto model.
fitting the Goel-Okumoto model and the Musa-Okumoto . . .
As shown in the last section, in the truncated Goel-

model to the data set. This is done by maximizing the Ok del all ; tail finite. For thi
log-likelihood derived from combining equations (25), (29) umoto modet all mean times to failure are finite. For this
data set this is also the case for the Musa-Okumoto model,

and (13), (29), respectively. Figure 6 shows the develop—b h . f1h " ller th
ment of the cumulative number of failure occurrences over V\(/acausetkt] € ?s'umateto ttfhpararr:j.u?rzma er tt' an o?e.f i
time for System 40 as well as the mean value functions of € can Iherelore contrast the predicted mean times to fai-

the three models, with parameters estimated based on th&re according to both models with the failure data. For each
complete data se'; Obviously, the truncated Goel-OkumotoMedel, we start out with the first five data points, estimate
model does the best job in fitting the actual data. This is cor- the model parameters and predict the time to the sixth fail-

roborated by the log-likelihood values attained by the three ure basgd on the_ paranter 3sti2$ate_l§hgnd the &‘ifth failure
models. The maximum log-likelihood value achieved by time, using equations (14) and (28). This procedure is re-

a model during MLE can be viewed as a measure for the peated, each time adding one data point, until the end of the

possibility that the data were generated by the respectivedata setis reached. The predicted mean times to next failure

model and the actual times to failure are depicted in Figure 7.

100
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O  Failure data
- - Musa-Okumoto model

- truncated Goel-Okumoto model

80
I

600
1

60
I
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(Expected) Cumulative number of failure occurrences

S - o
<
o _|
<
o Ny
g SN
& — Failure data o OO o
Goel-Okumoto model S ob!
- Musa-Okumoto model ° ¥ o/ o
- truncated Goel-Okumoto model
o o o
T T T T T T I T T T T T I
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Figure 6. (Expected) Cumulative number of Figure 7. Observed times to failure and pre-
failure occurrences dicted mean times to failure
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The development in the predictdd(X;) values is quite 71
similar for the two models. While the mean time to fail-
ure predictions of the truncated Goel-Okumoto model are
slightly more optimistic, they seem to be less volatile than
the ones of the Musa-Okumoto model. Moreover, the for- (8]
mer model does not only respond to the long inter-failure
times experienced by increasing the mean times to failure [9]
predictions (as the Musa-Okumoto model does), but it al-
ready predicts this increasing trend before the first TTF ex-
ceeding 100 hours is observed.

[10]
7. Conclusions

Defective time to failure distributions are often unreal- 17
istic, and they entail infinite mean times to failure, mak-
ing this metric useless. In the course of our investiga-
tions, we have been able to answer the questions listed in
the abstract: The!” time to failure distribution is defec-  [12]
tive if the transition rate into statedecreases so quickly in
time that the area below it is finite. While this can never
happen for homogeneous CTMC models, it is possible for (13]
non-homogeneous ones. NHPP models are a special case
of the latter, and due to the equality of all transition rates 14
and the failure intensity, the areas below the transition rates
are related to the mean value function. If this function is
bounded ag approaches infinity, i.e., for NHPP-I models, [15]
all time to failure distributions are defective. However, there
is a generic approach with which an NHPP-I model can be
transformed into an NHPP-II model. Its application to the [16]
Goel-Okumoto model has turned out to be both feasible and
worthwhile, since it led us to a new SRGM with desirable [17]
properties, including all mean times to failure being finite.
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